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Chapter one
 The Concept of

Electronic Copyright



First: 
Concept of Copyright 



Copyright 

Is a legal term that describes the rights granted 

to creators regarding their literary and artistic 

works.



Copyrighted Works:

1

4

Movies  and musical 
compositions.

2

Computer 
programs and 

databases.

5
Artistic works such as 

oil paintings, drawings, 
photographs, and 

sculptures.

Advertisements, 
geographic maps, and 

technical drawings.

3

Literary works such as 
novels, poems, plays, 

reference materials, and 
newspaper articles.

6
Architectural 

works.



General Concepts



It refers to a wide range of intellectual creations, from novels 
to architectural designs and computer programs and etc..

Some legal systems define a clear list of limitations and exceptions 
to copyright, while others have a general provision known as 
“fair use” or “fair“ dealing.

Work

Fair use
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It means that the author no longer has economic rights over 
their works. often due to the expiration of the copyright term, 
such as “The Odyssey” written by “Homer”.

Related rights are a separate set of rights that resemble copyright 
and are granted to individuals or organizations that assist in 
making works available to the public.

Public domain

Related Rights

03

04



When creating or participating in the production of a work, the 
author has rights that allow them to make arrangements for 
licensing its future use.

Licensing Works05



Types of Copyright Rights

These rights enable the author to derive financial benefits from 
the use of their works by others.

These rights protect the non-economic interests of the author.

Economic rights

Moral rights
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The owner of economic rights associated with a 

work has the authority to prohibit or permit the 

following actions: 

1

4

Making recordings of 
the work on CDs or 
digital video tapes.

2

Performing the work 
in public, such as 

in plays or musical 
compositions.

5
Broadcasting the work 
through radio or cable.

Adapting it or 
transforming it from a 

novel into a film.

3

Reproducing the work 
in various forms, such 

as printing or audio 
recording.

6
Translation of the 

work into other 
languages.



01

02

Examples of Author’s Moral Rights

The right to claim authorship 

of the work.

The right to object to 
changes that may harm the 

author’s reputation.



Bern Convention

Economic rights have a limited duration. In 

countries that are parties to the Berne Convention, 

the protection period should be 50 years or more 

after the author’s death. 

However, longer periods can be provided at the 

national level through the national intellectual 

property office in each country.



Berne Convention for the Protection of Literary and 
Artistic Works
The right of translation.

The right to adapt and modify works.

The right of public performance for plays, musicals, and musical works.

The right to publicly recite literary works.

The right to perform those works for the public.

Broadcasting rights (with the state legislation allowing for the text to be broadcasted, contingent 
on the contracting state’s right to obtain fair compensation instead of the right to authorize).

The right of reproduction in any form or manner (with the state’s text allowing in certain special 
cases for reproduction without explicit permission, provided that reproduction does not interfere 
with the normal exploitation of the work and does not cause any unjustified harm to the legitimate 
interests of the author, with the text permitting the right to fair compensation for audio recordings 
of musical works).

The right to use a work to produce an audiovisual work and the right to reproduce, distribute, 
publicly perform, or transmit it to the public.

The Convention also includes some “moral rights,” such as the right to be attributed as the author 
of the work and the right to object to any distortion, alteration, modification, or restriction of 
the work that may harm the author’s reputation or honor.



Restrictions and exceptions to the author’s rights 
Works that are not in the public domain can be used without the need for 

permission from the author or payment of a fee in certain cases, including:

Creating simplified 
formats for 

the benefit of 
individuals unable 

to read printed 
materials.

Quoting works. Using daily 
news.
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Second: 
Intellectual Property in the Digital Age



The ability to use works on the 
Internet freely and without restrictions

The possibility of using works available on the internet freely and 
without restrictions is a common misconception. Works published on 
the internet are not automatically in the public domain, and permission 
must be obtained from the copyright owner before use.
On some websites, there may be a general license that exempts users 
from directly seeking permission for certain uses. In practice, text 
available to the public on a blog or website can only be used if:

•	 The intended use is covered by the general license provided through that website.
•	 The use is subject to a restriction or exception to the author’s right.
•	 Permission has been obtained for that specific use.



Intellectual Property Rights 
for Artistic Works on the 
Internet

Artistic works published on the internet, whether 

on a web page or a social media platform, are 

protected under copyright or related rights. Users 

must obtain permission from the copyright owner 

before using such a work. 

However, if a work is in the public domain, meaning 

the copyright protection period has expired; users 

have the freedom to use it.



Protection of software 
and electronic 
applications

Computer software and other types of software 

(programs), such as mobile applications (e.g., 

WhatsApp and Candy Crush), are protected 

as literary works under copyright, they 

are automatically granted protection upon 

their release, and formal registration is not 

mandatory.



Digital Rights Management (DRM)

Rights holders use a set of digital technologies to 

protect their works from infringement, whether through 

alteration or copying. Therefore, it is not permissible 

to remove, alter, or bypass digital rights management 

protection.



Procedures for Publishing 
Works Online

If an author wishes to publish their works online 

while preserving their rights, they can indicate this 

by placing the copyright symbol (©) next to their 

name and the year of production of the work. 

Additionally, including a “Terms of Use” section on 

their website can specify permissible ways of use. 

It is advisable to keep a printed copy that shows the 

publication date in the author’s records to prove that 

they were the first to upload this content online 

in case legal action is pursued.



Author’s rights on social 
media platforms 

When registering to use any digital platform, the 

content creator or author becomes obligated to the 

platform’s terms and conditions. Therefore, it is 

recommended to review the terms and conditions 

of platforms like Facebook (Article 2) or YouTube 

(Article 6 (c) before publishing.



Third: 
Types of Electronic 

Copyright



Are tweets on the X platform 
(formerly Twitter)

eligible for copyright protection? 

The length of a tweet is limited to 280 characters 

for unverified accounts, which does not meet the 

creativity requirement necessary for copyright 

protection. However, verified accounts can publish 

longer posts without adhering to a specific 

character limit. It should be noted that images 

included in tweets may be protected by copyright.



Intellectual property of online works

It refers to the protection of computer and communication devices 
(physical) as equipment and means of information technology. 
In the environment or field of the Internet, it relates to domain 
names or websites (domains) and the content of websites, 
including electronic publishing materials such as texts, images, 

and multimedia.

These works can be classified as follows:



Computer programs

Software is the intellectual entity of a computer 

system. Without it, the material components such 

as hardware and media would have no utility. 

According to the TRIPS agreement, software is 

subject to protection, whether in machine language 

or source code and their author is granted all the 

financial and moral rights of copyright works, 

similar to audio and visual recordings.



Databases

Databases are collections of data with an element 

of innovation through personal effort. They are 

stored and retrieved through computers. Data or 

information stored in computers in a mere form 

is not subject to protection. The protection of 

databases, in general, focuses on “innovation” 

as expressed in international agreements in this 

field. Therefore, data or information stored in 

computer systems is not subject to protection.



Topographies of Integrated 
Circuits

These are semiconductor layouts that represent 

an important element in the field of electronics 

industries. With advancements, this process 

requires creative effort to rapidly and extensively 

develop computer systems. They are placed under 

protection laws as part of the creative process.



Fourth: Challenges facing digital copyright:
Multiple and diverse entities responsible for adjudicating disputes related to copyright infringement.

Diverse and varying laws applicable to these disputes, depending on the locations or countries 
where the infringement occurred.

Numerous infringements committed by disparate individuals with no connection other than the 
internet.

In the case where a rights owner (the author) wishes to sue those infringing on their protected 
work and associated rights, they would have to sue many different individuals from different 
countries, leading to a proliferation of laws. This poses challenges in determining jurisdiction 
and increases the cost of litigation in terms of time and effort.



Domain names

Domain names serve as the addresses of websites 
on the internet. They consist of multiple parts, with 
the top-level domain (e.g., com, net, org, gov, edu) 
being the most well-known In addition to Country 
code domain, such as qa, which refers to the state 

of Qatar. 

The second part, located to the left of the top-level 
domain or in-between three parts, represents the 
name, symbol, or abbreviation of the organization, 

person, or entity (Google). 

The conflict over internet domain names and control 
over them has increased, leading to the recent 

introduction of seven additional top-level domains 
(BIZ, PRO, NAME, AERO, COOP, MUSEUM, INFO).

 Electronic publishing (Internet
 content)

With the widespread dissemination of content 
on the internet, including written, visual, and 
audio materials, questions have arisen regarding 
the ability to protect intellectual property rights 

within website content. 
The challenge lies in the diverse nature of 
website content, with some portions being 
eligible for protection while others are excluded, 
such as trademarks, logos, and designs. The 
issue becomes more complex with the rise of 
e-commerce, as intellectual property rights pose 

a significant challenge in this domain.

Controversial issues within copyright



 Chapter Two
Forms of Violation of 
Electronic Copyrights



Publishing 
the work by 
electronic 
publishers 

without the 
author’s 

permission or 
transfer of rights 

constitutes a 
violation of the 
author’s rights.

Copying and 
pasting is a 
violation of 

the protected 
work through 
unauthorized 
reproduction.

Modification, 
distribution, 

and 
redistribution.

Downloading 
to computer 
devices and 
distributing 

and 
transmitting 
copyrighted 

works.

Installing on 
electronic 

platforms is 
considered 

unauthorized 
copying.

First: How to impalement Infringements of 
Electronic Copyright



 Scanning or
photocopying

Copying and 
pasting from 
the original 

work without 
the author’s 
permission.

Email

 This type is 
less famous for 

violations, as 
the sender of 
the email has 

full rights to the 
email content, so 
it is not allowed 

to print or 
forward it without 

the author’s 
permission.

Networks

Copyright 
infringement 

occurs by 
publishing 

content on a 
public or private 

network, allowing 
others to access 

it without 
the author’s 
permission.

File sharing

Any uploading 
or downloading 
of content files 

on or off the 
internet, where 

anyone can copy 
them.

 Piracy and
forgery

It refers to 
making a copy 

of someone 
else’s content 
and selling it 

in any form. Or 
manipulating 

the content and 
replacing parts 
of it with other 

parts to cover up 
forgery.

Second: Types of Copyright Infringement



Thirdly: 
 Methods of Protecting Against 

Electronic Copyright Infringement



Disadvantages of the digital 
environment

Advantages of the digital 
environment

•	 Ease of publishing works due to 
low cost.

•	 Authors can self-publish their 
artistic or literary works instead 
of relying on publishing houses.

•	 Marketing works at a low cost and 
expanding their reach among the 
public without limitations of place 
or time.

•	 Authors face many challenges in 
the digital environment due to easy 
access to and reproduction of their 
works.

•	 Legislation has struggled to keep 
pace with the rapid advancements 
in technology, making it challenging 
to effectively protect digital content 
online.



To protect digital
products, there 

are two approaches:



Technological Protection

Technological measures: This type of measures aims to impede accessing and benefiting 
from the copyrighted material except by those who hold a personal license from the 
owner.To do so, the following methods are used:

     Digital Material Identifier: It is a unique number assigned to each digital material.

•	 Digital footprint It is a digita lfootprint derived using specific algorithms to distinguish 
the original message and accurately identify it even if any changes occur in the 
message.

•	 Electronic Copyright Management System:  It is a system used to monitor requests 
for access to electronic documents.

•	 Digital signature: Its purpose is to ensure that no changes are made to the message 
during transmission without referring back to its source, i.e., verifying its accuracy.

•	 Data encryption: It involves making modifications to the information when sending 
it to a specific entity or converting it into meaningless codes.

•	 Rights management information (digital watermarking): Digital watermarks are 
encrypted information attached to the digital material, modifications, or invisible 
alterations associated with the material to enable the copyright owner to identify 
and track unauthorized copies.



Legal Protection

Refers to the rules and provisions stipulated by laws protecting 
the copyright in the digital environment to safeguard electronic 
works.

Refers to the signing of agreements between parties to regulate 
lawful use, pricing, legal liability, and obligations. It is a legal 
and binding process that is signed by authorized parties.

Legislation

Contracts and licensing agreements
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02



At the international level, several international agreements 
have been concluded to protect copyright in the digital 

environment, including:

The World 
Intellectual Property 
Organization (WIPO) 

Convention.

The Agreement on 
Trade-Related Aspects 
of Intellectual Property 

Rights (TRIPS).

The Berne Convention 
for the Protection of 
Literary and Artistic 

Works.



Conditions required for legal protection 
of the work: 

•	 Originality of the work (innovation).
•	 Protection is focused on the expression of the author’s 

ideas, not the abstract idea.
•	 Protection is given to innovative works, regardless of their 

type, method of expression, purpose, scientific value, or 
scientific significance.

•	 Protection is given to works that are inherently literary, 
artistic, or scientific in nature, as provided by the laws. 

•	 The prescribed protection is granted to the work after it 
has materialized in a tangible form.

•	 Laws require specific formal procedures for depositing 
works.



Precautionary Measures: Legal mechanisms for protecting 
intellectual property in the digital environment 

Criminal Protection: Either by resorting to 

•	 Under this protection, the affected author has the right to request the 
competent judicial authority to take precautionary measures to prevent 
imminent infringement of their rights.

•	 Lawsuits: By filing a lawsuit, strict criminal penalties can be imposed, 
including imprisonment, fines, confiscation, or destruction.

Civil Protection: This involves protecting the financial rights of the author 
by seeking compensation for damages resulting from infringements on the 
author’s rights and related rights.

Administrative Protection: This includes decisions and regulations issued 
by the executive authorities at all levels to combat scientific theft.

Automated Protection: Mechanisms for protecting works by allowing rights 
owner to identify themselves using technological means.


















































































